ABSTRACT The increasing demand in 5G wireless systems has brought significant improvement in transmission speed with lower latency, especially in ultra-dense networks. The demand of privacy and security are becoming more critical in such large scale wireless networks. Different from traditional encryption methods, in this paper, we discussed the physical layer security features in large scale social networks. The opportunities in large scale social networks are summarized in physical, link and upper layer using the cross layer optimization, traditional physical layer security will meet new problems pending to be tackled. Also, we summarized the challenges due to some ideal considerations: the detection of wire-tap users, the utilization of high dynamic range and the information exchanging in cross layer design.
I. INTRODUCTION
With the development of wireless personal mobile communication systems, the increasing amount of mobile terminals with higher computational ability has brought additional load to current network structure. In social networks, users are connected together according to the similarity of their social activities, where not only physical connections are studied, but also logical connections must be considered, e.g. friends will be connected together even the physical distance is large. However, the social network will brought out severe security problems due to the leakage of information and eavesdrop from the network devices.
Encryption is one effective solution to protect security and privacy in social networks [1] . The encryption methods are always working in application layer, the security level is relying on the strength of the encryption method, e.g. the AES-256 [2] . However, the security operation in application layer is insufficient to provide satisfied security options, especially in mobile networks [3] . The wireless signal is spreading in the free space and not only the authorized user could receive the information but also the adjacent illegal user could obtain wireless power [4] - [6] and retrieve secured information from the power leakage in wireless signals. In this way, the physical layer security is raised to avoid the wireless leakage and strengthen the security level of the information [7] . There are plenties of scholars studying physical layer security in 5G related wireless systems. A new measurement in physical layer security is discussed in [8] , which is different from traditional security rate, the new measurement named secrecy pressure could provide more details of security. The influence of social awareness is considered in [9] , and in [10] and [11] , the link level clustering and OFDM optimization are discussed but the scale is still small. In [12] and [13] , the physical layer security in full-duplex networks is studied, which is the key technique in 5G network. The above discussions are mainly focused on small scale networks, the increasing number of users will bring significant difference in modeling and solution. So Kamel et al. [14] discussed the problem in UDN scenario, similar as large scale social networks, the modeling and artificial noise are raised and optimized. Then in [14] - [17] , the physical and link layer procedures are presented to enhance the security level using channel awareness, adaptive modulation and coding (AMC). Thus, the influence of channel model is also discussed in [18] , where typical Rician/Nakagami-m Fading Channels are considered and in [19] , the Millimeter Wave network is studied due to the need to enhance transmission speed.
According to the above references, it can be inferred that, the physical layer security is an effective way to enhance security rate despite of upper layer encryption. However, the scale of the network in current studies are quite small, which is not suitable for large scale social networks. In this work, we mainly focus on the security issues of physical layer in large scale social networks. And, both physical and logical connections will affect the performance of network security. The rest of the paper is organized as follows.
In part II, we discuss the characteristics of the physical layer security in large scale social networks, in III, we summarize the opportunities of physical layer security in social networks and on the contrary, we discussed the challenges in part IV. Finally, conclusion is given with summary and outlook.
II. CHARACTERISTICS OF PHYSICAL LAYER SECURITY IN SOCIAL NETWORKS
In the existing safety network architecture and operations, most of the security measures are based on the key and the encryption algorithm. This encryption system is working above the physical layer (in MAC layer, network layer, application layer, etc.) In wireless communication systems, the eavesdropper can easily receive the signal transmitted through the physical layer, that is, the cipher text of the upper layer security. When the eavesdropper intercepts a large amount of cipher text, it is possible to find easy ways to get the key parameters that determines the security of the system. Eavesdroppers cannot receive or correctly decoded the received information when physical layer security is considered, then the security level will be greatly improved. At present, multi-antenna multi-carrier technology is widely used in wireless communication systems, and multi-antenna multi-carrier is introduced into network standards such as wireless LAN, wireless metropolitan area network and 5G. Both of these technologies bring more space and frequency freedom to secure physical layer transmission. It is necessary to study the security of physical layer transmission, which will improve the security performance of existing wireless communication systems to a certain extent.
The physical layer security is known as Alice-Bob-Eve model as illustrated in figure 1 , which means, Alice and Bob are communication with each other but Eve is the wiretap user and could receive power from wireless spreading in an illegal way, through the wiretap channel. The wire-tap user could use the information to destroy, attack and interfere the target user.
Traditional information theory indicates that, Eve may get the zero mutual information through coding with the expression I (W ; Z n ) = 0, at the same time, Bob could receive decoded signal expressed asŵ = I (X ; Y ) − I (X ; Z ) in single carrier systems (notations are given in figure 1) . It is also known as security rate, the security rate greater than zero can be obtained only when the channel gain of the main channel is higher than the channel gain of the intercepted channel. In other words, if you want to ensure secure transmission, you must ensure that there is no eavesdropper within the range closer to the legitimate recipient than the sender. The security rate in MIMO scenario is expressed in equation (1) [20] :
The wire-tap user may use the illegal information to destroy, attack or interfere with target user.
In figure 2 , we describe the scenario in large scale social networks. Traditional physical layer security problem only focuses on physical connections, that means, only adjacent users may intercept signal from wireless spreading. But in FIGURE 2. Physical Layer Security in Large Scale Social Networks. VOLUME 6, 2018 large scale social networks, both physical link and logical link is considered. In physical link, mobile users are located within the range of base stations (BSs), wire-tap user(s) is hidden inside the normal user(s) and receive wireless power to decode useful information. Despite of the encryption in application layer, only if the received power makes it possible to decode the information through possible mathematical methods. It is clear that if the distance between target user and wire-tap user is long, the interception will not succeed. In logical link in large scale social networks, users are connected through their social attributes, such as classmates, family members, etc. There is a one-to-one correspondence between logical and physical link, the users in logical link level are mapped to physical link one by one, and the mapping is unique. For different users in social networks, they can be sorted into different crowd and this sorting is not unique. The connection in logical link is also called a graph [21] . As known, the complexity of the graph would increase more quickly while the scale of the network increases. This lead to the problem and chance to study the physical layer security in such environment.
III. OPPORTUNITIES OF PHYSICAL LAYER SECURITY IN LARGE SCALE SOCIAL NETWORKS
The increasing scale of network has brought complexity in management, resource allocation, etc., but also provide opportunities to discuss new scenarios and problems. The opportunities are sorted by the OSI architecture.
A. PHYSICAL LAYER
Physical layer security mainly makes the use of special channel coding and random characteristics of wireless channels to secure the communication. It differs from modern cryptography that the degree of security does not depend on the calculated strength of Eve, but relies on the channel environment with random features. However, in terms of confidentiality, physical layer security has the essential similarities with the traditional cryptology of computing cryptography. Physical layer security in the coding, modulation and channel randomness is a necessary condition for secure communications, as in the modern cryptography encryption algorithm. The coding and modulation mean that Alice assures a safe and reliable communication between Alice and Bob through unique channel coding according to Alice-Bob and AliceEve channels. From the security point of view, the coding and modulation environment can be regarded as the encryption process in modern cryptography, and the cipher text generated after the information encryption is recorded as X n . Cipher text can be regarded as the decryption part of modern cryptography through wireless channels and demodulation and decoding. The channel information {h, g} can be regarded as the public key, and the noise σ b of Bob can be regarded as Bob's private key, Eve is unable to get such information. Therefore, cipher text can be decoded and decrypted by Bob correctly through Bob's wireless channel, and Eve cannot obtain any information through Eve's wireless channel and demodulation decoding. Thus, although the physical layer security and traditional cryptography based on modern cryptography are completely different, but they can also find common ground in the implementation framework. Physical layer security can be seen as modulation and coding technologies such as sending end encryption algorithm, take full advantage of the Alice-Bob and Alice-Eve wireless channel differences, the wireless channel as an ''encryption key'', so that Alice and Bob form a secure and reliable communication.
Opportunities in physical layer optimization are still open. Previous studies in physical layer are mainly in small scale scenario, so in large scale social networks, operations that may avoid the receiving of wireless power is still uncertain, especially in dynamic scenario. In figure 3 , we propose the possible opportunities in beamforming, power control and joint clustering. Power control means when detecting the existence of wiretap user and the position of the illegal listener, the base station side or the user side must control the transmission power to prevent the wire-tap user receiving any information, just like the scenario in figure 3 , especially when the illegal user and the target user are locating in line. In this way, the precise dynamic power control is in great need and related study is rarely blank according to recent publications.
Beamforming is also a useful method to avoid the leakage of transmission power. Assuming the global information of wire-tap users, a rapid beamforming and switching using mechanical or electrical [22] method. Usually, this operation is jointly operated with power control, to increase the transmission speed and reduce the leakage of transmission power. However, the scholars only discovered the bound of the joint optimization, but lack of practical implementation, e.g. the practical algorithm and heuristic algorithm.
Clustering is the method to stick similar users together and form a group, which is suitable for large scale social networks. Considering the interception of illegal users, the system must recognize the target users and form them a group, within which the illegal users will be excluded from such clusters. The opportunities in current studies are how to make the cluster dynamic and optimal, for the channel condition and the data traffic are dynamic.
B. LINK LAYER
In link layer, the modulation and coding are mainly focused. Traditional optimization in modulation and coding is to increase the transmission speed according to different channel conditions, which is also known as adaptive modulation and coding (AMC). In the scenario of physical layer security, the AMC need to be optimized in a new manner. The target of AMC in physical layer security is to jointly design and increase the speed of target users but reduce the speed of illegal users, e.g., we can use higher order modulation and coding when the channel condition is poor between transmitter and the illegal user, through which the bit error rate will be significantly increased.
When the modulation is PSK, the input signal could not be modeled as Gaussian but discrete, as is shown in figure 4 . The x-axis means the SNR in dB and the y-axis means the security capacity, the curves reflect the trends of Gaussian, 16QAM and QPSK [23] . When the modulation is not ideal, the combination of modulation and coding in adaptive way will form new optimization problem in such scenario. 
C. CROSS LAYER
Single layer optimization is simple for its ideal assumptions and considerations. The joint optimization is to make the cross layer design using artificial noise, power control, AMC, etc. to make the security rate increase in large scale social networks.
Based on artificial noise, the system resources need to be optimally configured to maximize the system's safe transmission efficiency. Considering the subcarrier power allocation in OFDM system and the optimization of artificial noise, the rate of OFDM system is improved. Therefore, the crosslayer resource optimization is not limited to the Gaussian signal in theoretical research, but also to discrete constellation inputs commonly used in real systems (such as QAM and PSK modulation). Due to the different distribution of channel input, the relationship between the security rate and the transmission power is different. In 5G related wireless networks, multicarrier transmission is considered, the proposed security rate is proved to be the sum of each subcarriers:
as is shown in figure 5 . In the cross layer design, the variables pending to be optimized are located in different layers. Considering the characteristics of social networks, the optimization must contain the influence in application layer, such as the traffic model, connection graph, etc. The joint optimization of such factors could be expressed using the following equation:
The above optimization is not convex and the solution is still an open target.
IV. CHALLENGES OF PHYSICAL LAYER SECURITY IN LARGE SCALE SOCIAL NETWORKS
In large scale social networks, physical layer security has its new opportunities in layers and the combination optimization, considering the scale and connectivity of the network, however, there are still some assumptions and parameters we must consider as ideal, which will limit the use of the physical layer security.
Physical layer security is independent to upper layer security operations. Therefore, in the wireless communication system, the security of the physical layer transmission can be supplemented while the existing upper layer security measures remain the same. This may provide extra protection to target systems. On the other hand, the use of physical layer security to transmit cryptographic keys is also a way of enhancing the system security. In current VOLUME 6, 2018 communication system, the password encryption is adopted in many layers, the PGP encryption mechanism is adopted in the application layer, and the data is transmitted through the TLS mechanism in the transport layer, the IPsec mechanism in the network layer and the WPA security link in the link layer Encryption of layers. The application of physical layer security for these data adds a layer of security, making the system further enhance the safety performance.
A. DETECTION AND MODELING OF WIRE-TAP USERS
In the above discussion, we have a strong assumption that all the wire-tap users are detected and the information is global. In fact, we cannot discover the wire-tap users if they do not attack or perform harmful injection to the normal data, it is because the spreading and the reflection of wireless signals could not be controlled, even if the beamforming operation is performed.
So if the wire-tap users are working in passive mode, the transmitter will need to add artificial noise to the orthogonal space of the target users, which means all the space that do not belongs to the target users is assumed to have eavesdropper. If the wire-tap users are working in active mode, that means the users will measure the channel condition in active mode and send interference signal or fake messages to the normal communication, the transmitter could detect the illegal behavior of wire-tap users and restrict the activity of such users.
In large scale social networks, such problems become critical and harder. In figure 6 , we illustrate the changes between small scale and large scale network. The logical connection may confuse the identification of wire-tap users, and when the number of wire-tap users grow bigger, the physical operations such as power control and beamforming may not work well for the beam could not be separately in such small angles. So how to identify and model such users are still quite uncertain in current researches. 
B. HIGH DYNAMIC RANGE OF THE SCENARIO
In social networks, modeling of traffic data is very important, the connection from multiple objects will significantly increase the complexity of the network, and the optimization will be hard. In application layer, typical clients such as WeChat could provide text/audio message, p2p video or group chat. To describe the connectivity and the demand of transmission, we must model the traffic considering the high dynamic range of such traffic data.
The traditional model cannot accurately describe the network traffic. For example, through the modeling of existing models such as http and ftp data, it is bound to ignore the delay tolerance and bandwidth of the service. Therefore, by analyzing the large-scale social network again, the characteristics of existing networks and using multiple parameters to re-describe the network services is the basis for implementing physical layer security using service aggregation and scheduling.
In table 1, we listed the possible influence factors that need to be considered. For example, in the high-speed video transmission service (video conference), due to the delay tolerance of the voice and image itself, it is decided that the granularity is about 2M videos transmitted every 500 milliseconds (taking 480p as an example). Therefore, t g and l g are 500ms and 2M; and for access request service, the single transmission tolerance of about 20ms, the amount of data is usually less than 1k, so the corresponding, respectively, t g and l g are 20ms and 1k. Here, 1k / 20ms is not equivalent to 50k /s, because time granularity is defined, that means, the delay tolerance of service transmission. This is also the main difference with the traditional average rate and interrupt probability as the research object. The arrival rate, which reflects the number of arriving events per unit time, is a frequency parameter. The primary physical scenario is the delay that allow the switch or router node to schedule and process traffic. It shows the correlation between the business, according to the above shortcomings of the direct separation, it should be realized that some business data and control data have something similar, and different control or business data may also vary greatly, it should be based on the transmission Need to move closer, should not simply be distinguished from the data type. Therefore, the more relevant data are more likely to be mapped to the same layer for service, thereby maximizing the use of system resources. 
C. INFORMATION EXCHANGE IN CROSS LAYER OPTIMIZATION
The assumption of global information among layers is also considered in current studies. However, information exchanging through different layers is also a complex problem need to be discussed.
In figure 7 , we describe the cross layer information delivery and the security operations. In physical layer, data will be transmitted through the wireless link, the information required is: channel condition, connection map (upper layer), traffic model (upper layer), and the optimization is to allocate the antenna, power/bandwidth and clustering to enhance system security. In link layer, the modulation and coding is considered, information for modulation and coding is channel condition, real time traffic monitoring (upper layer), and the potential physical layer encryption operations are AMC and artificial noise. In network layer, the target is to choose the right link to transmit the data with low latency and interferences. Information required to perform optimization is connection map (upper layer) and traffic model (upper layer), so the potential operations for this layer is dynamic routing and link selection. It is clear that no more information is required from lower layers, such as channel information, wire-tap channels, etc. So this optimization is sometimes independent. And the layers higher than network layer is considered as upper layer, so the influence is mainly about the application. For example, WeChat software will encrypt the information using AES 256, by considering the traffic model, etc. But this operation will need the information of channel information to perform hybrid transmission and risk detection. The result of risk detection will be transferred to lower layer to ensure the existence and the position of the wire-tap users. It is obvious that the information from different layers must be shared to ensure the accuracy of the physical layer security, but there is not suitable mechanism to exchange information, because different layers will only proceed with its own frame, the header of the frame only contains the information that need to be processed.
V. CONCLUSION
In this paper, we discussed the physical layer security in large scale social networks. Considering the traffic model and demand of applications, physical layer security could enhance system security level through system layer, link layer and cross layer optimization. However, there are still ideal assumptions that limit the utilization of physical layer security. As a review article, in this paper, we propose some new opportunities for physical security in 5G based large social networks which we should mention in future works.
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